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VISION - STRATEGY - PRINCIPLES

The HELLENIC PETROLEUM Group General Division of Internal Audit (hereinafter the GIAGD) 
has multiple objectives described and discussed below.
However, its main objectives are to confirm the existence of the procedures the Group deems 
necessary for its operation, to establish transparency as a necessary condition of the corporate 
performance within the framework of the Corporate Governance and to directly inform the 
Management and, through the Audit Committee, the Board of Directors on the results of its work.

The GIAGD Strategy can only be fully harmonised, to the extent possible, with the Strategies of 
HELLENIC PETROLEUM Group.

In this context, the GIAGD, among others, helps to achieve the objectives of: 

¡ Efficient utilisation of fixed assets, 

¡ Optimising the business performance,

¡ Emphasis on customer satisfaction,

¡ Effective credit risk management,

¡ Continuous improvement of structures and procedures/processes,,

¡ Developing the people who make it happen,

in order to achieve excellence, both at corporate and at individual level.

In the following sections, we have set out the GIAGD Strategic Plan outlining our commitments, 
aims and goals and we reaffirm their full alignment with the Group’s Strategy. 
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The Group’s Internal Audit General Divi-
sion is an independent and objective as-
surance-providing functional unit designed 
to assess and contribute to the monitoring 
and improvement of the Risk Management, 
Internal Audit Systems, Corporate Govern-
ance, and, ultimately, the achievement of 
the Group’s Strategic Objectives.

With the aim to improve business follow-up 
processes and adding value to the Group, 
along with team and individual professional 
development, the GIAGD’s vision states:

To be a high-quality and value-added In-

ternal Audit Unit, encompassing the char-

acteristics of the leading relevant Units at 

international level, taking on the role of a 

reliable Internal Advisor to the Board of 

Directors and to the Management in Au-

diting and Risk Management, facilitating 

the establishment of auditing culture 

within the framework of Corporate Gov-

ernance, with the ultimate goal of achiev-

ing the Group’s strategic objectives.

1 u  Vision
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The GIAGD mission states:

To provide independent and objective 

assessment of strategic, financial, oper-

ational and regulatory risks as well as 

assurance and advisory activity on the 

adequacy and effectiveness of controls 

to the Board of Directors and the Man-

agement in order to prevent and mitigate 

risks and improve the quality of the pro-

cesses aiming at enhancing operational 

efficiency, achieving strategic goals and 

sustainable development for the Group.

2 u  Mission
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The GIAGD, in recognition and alignment with the Strategic Objectives of the Group, has de-
veloped and follows a ten-point plan with the aim of adding value to the Group through the 
effective execution of its Mission.

The items listed below represent the commitments as well as the criteria for its performance in 
relation to the above-mentioned objective.

COMMITMENTS

1  Continuous quest for 
transparency and added value.

2  Continuous focus on risk 
management of the Group.

3  Continuous improvement of our 
skills and performance. 

4  Continuous standardisation and 
automation of the Internal Audit 
systems.

5  Continuous monitoring of 
the changing needs of our 
“customers”.

CRITERIA

6  Active and vital role in risk 
assessment process.

7  Being constantly updated on IA 
international standards, relevant 
PAs, methods and techniques 
related to the work of the GGDIA.

8  Provide significant time for 
counselling and preventive work.

9  Utilisation of technology and 
systems.

10  Consistency and professionalism 
in the GIAGD’s relationships with 
all partners/associates.

.

3 u  Commitments
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The principles embedded in the operation of the GIAGD are as fol-
lows:

1. Full implementation of the legislative, institutional 
and regulatory framework on Corporate Governance 
and relevant not compulsory best practices.

2. Honesty, objectivity, professionalism and due diligence 
in carrying out Audits and the provision of advisory 
services.

3. Ultimate confidentiality when processing information.

4. Promoting an environment of co-operation, trust and 
sincerity with the Audited Units.

5. Achieving synergies with related service providers 
within and outside the Group.

4 u  Principles
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The operation of the GIAGD is governed by:

¡ Legislation in force for Corporate Gov-
ernance and relevant directives of the 
Capital Market Commission.

¡ Legislation in force for the operation of 
the Internal Audit Division.

¡ Regulation (EU) 2016/679 of the Eu-
ropean Parliament and of the Council 
of 27 April 2016, on the protection of 
persons with regard to the processing 
of personal data and on the free flow of 
such data.

¡ Code of Corporate Governance of 
the Hellenic Federation of Industries 
(SEV), adopted by HELLENIC PETRO-
LEUM SA, pursuant to Law 3873/2010.

¡ Code of Conduct of HELLENIC PETRO-
LEUM Group.

¡ Internal Rules of Operation of HELLEN-
IC PETROLEUM Group.

¡ Code of Ethics of the International In-
stitute of Internal Auditors. 

¡ International Professional Practice 
Framework (IPPF) of the Internal Audi-
tors (by the IIA, the Institute of Internal 
Auditors) for the professional imple-
mentation of Internal Audit, specifical-
ly including:

u Attribute Standards, 1000-1322.
u Performance Standards, 

2000-2600.
u The IIA Advisory Guidelines on the 

professional implementation of 
internal audits.

¡ International Standards of the Infor-
mation Systems Audit and Control As-
sociation (ISACA).

5 u  Regulatory Framework of Operation
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The GIAGD is focused on and implements the following factors determining its performance, namely:

6 u  Factors for Excellent Performance    
     (key success factors)

1. Strategic approach.
2. Understanding the environment, 

adaptability.
3. Focus on results.
4. Focus on the expectations of internal and 

external customers. 

5. Commitment to cooperation and 
communication within the Group.

6. Development of the GIAGD.
7. Pursuit and management of changes.

7 u  Strategy
The GIAGD strategy states:

Continuous qualitative and quantitative development, in order to be among the top Internal Audit 
Groups internationally, worthy of the role assigned to it, adequate to the size and diversity of the 
Group, contributing widely to the promotion of the audit operations/activities.
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1. Realization and alignment with the 
expectations of the Board of Directors 
and the Audit Committee.

2. Promoting a leading role within the 
Group in identifying, assessing and 
managing business risks, the adequa-
cy, efficiency and optimisation of pre-
ventive controls and security policies, 
the implementation and optimisation 
of structures, systems and procedures.

3. Strengthening the GIAGD’s Advisory 
and Preventive Role and establishing 
it as a Reliable Adviser to the Board of 
Directors and the Management in Pre-
vention, Risk Assessment and Man-
agement and Corporate Governance.  

4. Full compliance, continuous updating 
and effective adaptation to changes/
improvements of the Standards, Risk 
Management Models (COSO) and Cor-
porate Governance.

5. Attracting and retaining employees 
with potential, continuous develop-
ment and training of its personnel, 
excellent individual and general per-
formance, job rotation, workshop on 
developing executives.

6. Full exploitation of technology, infor-
mation and methods of standardisa-
tion – automation of the audit work for 
competitiveness. Exchange of informa-
tion and methods with relevant Units/
Divisions and service providers.

7. Further strengthening and consoli-
dation of extroversion, creating and 
maintaining relations of mutual trust 
with the Organisation and the profes-
sional groups with which the GIAGD 
is involved. Improving communication 
within and outside the Group.

8 u  Strategic Goals
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9 u  SWOT Analysis

Strengths 
1. Significant experience in Internal Audit.

2. Essential knowledge of the Group and the oil 
industry.

3. New and active team with multidisciplinary 
skills.

4. Wide knowledge areas, Auditors with technical 
backgrounds.

5. Support by the Management for development 
and established relations of trust with the 
Organisation.

Weaknesses 
1. Non-established Audit Culture in the Group.

2. Lack of specialisation in information systems 
Audit.

3. Lack of framework regarding the provision of 
Consulting Services.

4. Time-consuming and demanding process of 
developing technical auditors.

5. Failure to find technical auditors on the 
market.

Opportunities 
1. Reinforce advisory and preventive roles.
2. Improve communication and access to 

administrative/management information. 
3. Effective improvement in the audit of 

Information Systems.
4. Continuous training, obtaining professional 

certification; Being an incubator for future 
executives.

5. Cooperation with the relevant units of the 
Group and External Auditors, Professional 
Institutes.

6. Integrated Risk Management approach at 
Group level.

Threats 
1. Unstable economic environment.

2. Increasing complexity of business risks.

3. Continuous changes in the regulatory 
framework.

4. Changing content of audit operations 
internationally.

5. Rapid evolution of technology.
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The GIAGD, in the context of its operation and due to 
its particular role, collaborates with all the managerial 
and hierarchical structures of the Group as well as with 
a number of other entities outside Hellenic Petroleum.

Specifically:

10 u  Communication

WITHIN THE GROUP

¡ Board of Directors of Hellenic Petroleum SA.

¡ Chairman of the BoD.

¡ Audit Committee of the BoD.

¡ CEO.

¡ Group/Retail & Marketing Committees.

¡ Boards of Directors of the Group’s subsidiary com-
panies.

¡ Audit Committees of subsidiaries in foreign coun-
tries. 

¡ All General Divisions and Divisions of the Group.

¡ All Divisions of the subsidiary companies.

¡ Internal Audit units of the subsidiary companies. 

¡ Organisational units providing related assurance 
and compliance services (e.g. Law, ΗSSE).

¡ All Group personnel, in Greece and abroadό.

OUTSIDE THE GROUP

¡ External Auditors of the Group and of the lo-
cal subsidiaries. 

¡ External consultants/advisors.

¡ External partners providing services to the 
Group (e.g. accounting services).

¡ Hellenic Institute of Internal Auditors.

¡ The Institute of Internal Auditors (IIA).

¡ The Conference Board, Council of Chief Audit 
Executives.

¡ Other specialised agencies providing services 
relevant to the subject of the GIAGD.

Due to the large number and broad range of the 
GIAGD’s activities and contacts/communications/
partnerships/relations, it is deemed appropriate to 
record the principles, parameters, rules and pro-
cedures governing them, so that they can be man-
aged in a stable and consistent manner – that will 
add value to the operation of the GIAGD. 

GROUP INTERNAL AUDIT GENERAL DIVISION
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1. In line with the current trends in Audit, and pur-
suant to the suggestions of external quality as-
sessors, the GIAGD shall strengthen its influence 
and impact, with beneficial results across the 
Group. 

2. For the above reason, GIAGD aims to strengthen 
and promote its advisory and preventative role 
within the strictly defined framework of its oper-
ation. Towards this aim, it participates in Group/
Retail & Marketing Committees (Interdiscipli-
nary, Investment, Credit, Research & Production), 
in order to increase its awareness, its timely and 
complete information on important Group issues 
and, in general, its communication with Manage-
ment and decision-making bodies of the Group.

3. In cooperation with the Group’s Audit Committee 
and with the support of the Management, is a 
credible Internal Advisor to the Management and 
the Board of Directors.

4. In order GIAGD to achieve its aims, its employees 
shall possess the skills required for their work, 
focus on appropriate goals, have a clear percep-
tion of the internal and external environment and 
the risks, the evolution of technology and gener-
ally the rapid change of business facts.

5. In addition, the GIAGD aims to promote and con-
solidate within the Group the understanding and 
acceptance of the audit process, by implement-
ing promoting activities, inside or outside the 
Group, in order to strengthen its role and corpo-
rate image. Specifically, its promotion activities 
within the Group include: 

u Continuing active participation in the EDGE 
programme;

u Presentation of the GIAGD’s institutional 
framework, services and contribution to the 
Group’s Senior Executives, both locally and 
abroad, focusing on the preventive and advi-
sory role of the GIAGD;

u Participation of the GIAGD in the HELPE mag-
azine published by the Group, through a pres-
entation/interview on the GIAGD as well as 
regular articles on issues related to Internal 
Audit;

u Training, co-ordination and support of the 
Risk Assessment process of Group organisa-
tional units;

u Enriching and updating the Internal Audit 
module on the Intranet;

COMMUNICATION OBJECTIVES



13

u Posting on the Intranet of GIAGD executives’ 
activities as speakers at conferences, work-
shops, speeches, panels, etc.;

u Participation in Group Committees and Work-
ing Groups;

u Extending the advisory role of the GIAGD;

u Creation of mixed audit teams by auditors of 
various Companies of the Group.

Accordingly, GIAGD’s out-of-the-Group promoting 
activities include:

u Participation at the Hellenic Institute of Inter-
nal Auditors and other professional bodies, 
through presentations at workshops, themat-
ic nights, seminars and conferences, either as 
participants or as moderators/panellists;  

u Writing articles in newspapers, magazines 
and electronic publications, on issues related 
to internal audit;

u Publishing articles and papers in scientific 
journals; 

u Collaboration with educational institutions 
(education, research, postgraduate pro-
grammes, internship opportunities);

u Participation in volunteer activities (e. g. men-
toring programmes);

u Provision of internal audit services to third 
parties;

u Collaboration with similar providers of rele-
vant companies.

GROUP INTERNAL AUDIT GENERAL DIVISION
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Please find below a table with the GIAGD’s communication data:

TABLE: OPERATION OF COMMUNICATION 
SUBJECT COOPERATION WITH

Audit Committee 
of the BoD

Management
Division – 1st 
defence line

Risk Management 
and Compliance 

Divisions – 
2nd defence line

External Auditors – 
4th defence line

Regulations, 
Manuals

Consultation, 
Approval

Consultation Coordination Consultation

Risk Assessment 
(Evaluation) Launch

Interviews, 
Questionnaires

Interviews Coordination Counselling

Annual Audit Plan

Scope, approval of 
the initial plan and 

any modifications & 
the budget

Briefing Timely information Overview Coordination

Audits
Audit subject and 

scope; initial and final 
meeting (minimum)

Communicating 
important issues 

related to the 
audit/s

Update on important 
findings before the 

audit report is issued

Update on important 
findings before the 

audit report is issued

Update on important 
findings before the 

audit report is issued

Update on important 
findings before the 

audit report is issued
Information

Audit reports
Consultation, 

Approval of the audit 
reports

Briefing

Sending the 
audit reports 

corresponding to 
the Division/s

Briefing on what is 
deemed necessary

Tailored information

Quarterly Audit 
Reports Full report Full report

Excerpts depending 
on the case

Excerpts depending 
on the case

Follow-up
Quarterly 

(significant findings) & 
Semi-annual reports

Quarterly 
(significant findings) & 
Semi-annual reports

Excerpts depending 
on the case

Excerpts depending 
on the case

Tailored information

Advisory services Consultation/
Approval

Consultation Consultation Coordination
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The constantly evolving international environment of Internal Audit forms a demanding frame-
work for information update and continuous training of internal auditors so that they can keep 
track of relevant developments in science, technology and the market in order to successfully 
carry out their task.

In this context, Internal Auditors have to embark on continuous training, in order to develop 
themselves in different fields and improve their audit skills, facilitating thus the achievement of 
the objectives of the GIAGD.

Depending on the type of audit, GIAGD carries out the following:

¡	 Financial and Administrative Audits
¡	 Technical Audits
¡	 Audits of/in information systems

Thus, depending on their specialization, Internal Auditors are distinguished as:

¡	 Financial-managerial
¡	 Technical
¡	 Information systems

The main purpose of this education process, which is part of the Group’s Education Policy, is 
to create and maintain the appropriate environment for acquiring specific knowledge and de-
veloping the skills of Internal Auditors, as well as to provide continuous training as set forth by 
the International Standards (IPPF: Std 1210-Proficiency, Std 1220-Due Professional Care, & Std 
1230-Continuing Professional Development), so that they can cope with everyday challenges 
and achieve – to the greatest extent possible – the GIAGD’s goals regarding its Audit and Ad-
visory role.

11 u  Continuous Education

GROUP INTERNAL AUDIT GENERAL DIVISION
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The educational plan of the GIAGD includes:

Α. General training:
 Categories Α, Β, C – Table of Competences 

please see below

Β. Special training
 Category D – Table of Competences 

Γ.  Acquisition and maintenance of profession-
al certifications

 Category E – Table of Competences 

Training can be achieved/carried out by:

u	 participation in training seminars/confer-
ences/forums outside the Group 

u	 organisation of in-house meetings/semi-
nars with internal or external moderators 
organised by the GIAGD or other Group or-
ganisational units 

u	 participation of Internal Auditors in activities 
of the Group (on the job training) 

u	 mixed working groups by Internal Auditors/
specialised personnel of various organisa-
tional units/companies of the Group

u	 Information through subscriptions, books, 
participation in clubs and bodies.   

The GIAGD’s training needs are assessed when 
drawing up the annual budget on expenses. Em-
ployees, in cooperation with GIAGD Managers and 
the competent Training Officer, compile a list of sem-
inars and training activities, defining areas of inter-
est (on the grounds of the Table of Competences) 
they wish to be trained in, siting a short justification 
for their choice. These proposals are subject to ap-
proval by the GIAGD hierarchy.

The approved training programme and the cor-
responding budget are submitted to the relevant 
department of the Group’s Human Resources & 
Administrative Services General Directorate. Imple-
mentation of the programme is the responsibility 
and part of KPIs setting by both Internal Auditors 
and the competent GIAGD Training Officer.   

EDUCATIONAL PLAN
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In the context of the continuous education of Internal Auditors, several options are available such 
as subscriptions to/supply of relevant printed or electronic materials (magazines, books, stand-
ards, codes, etc.), access, either directly or through the Refineries/Intranet, to appropriate libraries 
and international codes.

The relevant proposals are submitted while the annual training curriculum is drawn up and is 
subject to approval by the hierarchy.

The GIAGD, within the Group’s Education Policy, provides the opportunity for Internal Auditors to 
participate in professional bodies and scientific conferences.

The GIAGD makes necessary arrangements so as Internal Auditors to visit industrial sites to at-
tend safety training.

SUBSCRIPTIONS TO DOCUMENTS or ELECTRONIC MEDIA,  
BOOKS AND CODES

ASSOCIATIONS TO PROFESSIONAL ORGANISATIONS & UNIONS

TRAINING ON SAFETY ISSUES

GROUP INTERNAL AUDIT GENERAL DIVISION
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TABLE OF COMPETENCES

Skills Matrix Financial 
Auditor

Technical 
Auditor ΙΤ Auditor

Α. Basic Skills    

1 IPPF Χ Χ Χ

2 ΙΤ (basic knowledge) Χ Χ Χ

3 Group Information systems (e.g. SAP, BO) Χ Χ Χ

4 GIAGD Rulebook Χ Χ Χ

5 GIAGD Manual Χ Χ Χ

6 Group’s Code of Ethics Χ Χ Χ

7 Good knowledge of English Χ Χ Χ

Β. Technical Skills    

1 Creating & implementing an audit programme Χ Χ Χ

2 Knowledge of audit procedures & systems Χ Χ Χ

3 Risk assessment Χ Χ Χ

4 Data analytics Χ Χ Χ

5 Project Management Χ Χ Χ

6 CAATs Χ Χ Χ

7 Presentation skills Χ Χ Χ

Γ. Interpersonal Skills    

1 Written & oral communication Χ Χ Χ

2 Leadership Χ Χ Χ

3 Team work Χ Χ Χ

4 Conflict resolution Χ Χ Χ

5 Change Management Χ Χ Χ
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Skills Matrix Financial 
Auditor

Technical 
Auditor ΙΤ Auditor

Δ. Areas of Knowledge    

1 In-depth knowledge of the Group Χ Χ Χ

2 Accounting and finance Χ  Χ

3 Commercial activities Χ   

4 Administrative/managerial activities Χ Χ Χ

5 Refinery operating procedures  Χ  

6 Transport procedures  Χ  

7 R&M Depot procedures Χ Χ  

8 Legal & compliance Issues Χ Χ Χ

9 Fraud issues Χ Χ Χ

10 Quality assurance issues  Χ  

11 International codes and practices  Χ Χ

Ε. Professional Certifications (recommendable)    

1 CIA Χ   

2 CISA   Χ

3 CFE Χ   

4 Other certifications    

IPPF: International Professional Practices Framework
IT: Information Technology
SAP: Systems, Applications and Products
SAP BO: SAP Business Objects

CAATs: Computer Aided Audit Techniques
CIA: Certified Internal Auditor
CISA: Certified Information Systems Auditor 
CFE: Certified Fraud Examiner

GLOSSARY

GROUP INTERNAL AUDIT GENERAL DIVISION
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12 u  Conclusion
The degree of achievement of the GIAGD’s strategic goals 
is assessed on specific KPIs presented to the GIAGD em-
ployees annually and characterised by continuity and 
consistency, both horizontally (among GIAGD employees) 
and vertically (year-to-year).

The overall success of the GIAGD Strategy is assessed on 
an annual basis by the Audit Committee of the Board of 
Directors and every five years, during the scheduled ex-
ternal quality assessment of the GIAGD.

Approved by: The Audit Committee

Pandelias Spyridon

Pandalakis Theodoros

Kounelis Vasilios
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